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This week has been dominated by Covid19 conversations.  What to do if you have to “self isolate”, how to 
keep in touch with others what the risks are etc.  Technology has a lot to offer but don’t forget to balance 
the risks out and conduct a data protection impact assessment if your are planning to bring in a 
completely new system.  Here are my top tips 

• If you have to use your own phone/laptop because you are “self isolating” check out what the 
company policy is for BYOD (Bring Your Own Device).  If you do nothing else make sure you have 
2 factor authentication turned on.   

• Make sure your apps and software are up to date.  Do those updates now before you start work. 
• Try to use a collaborative way of working Office 365, Google Cloud etc all have file share systems 

use them to share documents with colleagues.  If you don’t have it  
• Don’t use public wifi for work, you never know how secure it is. 
• Make sure your home network will support your work requirements.  

 

ICO Release a Statement on COVID-19 
 
The ICO has recognised the challenges businesses face in the Coronavirus pandemic.  As a reasonable and 
pragmatic regulator they intend to take into account the compelling public interest in the current health 
emergency.  They have issued a statement saying that they understand that information may need to be 
shared quickly or adaptations made to the way you work. Data protection will not stop you doing that. It’s 
about being proportionate. 
 

• Data protection practices might not meet usual standards and responses may take longer - the 
ICO do not intend to take regulatory action against businesses affected in this way. 

• Healthcare organisations (Government, NHS or other health professionals) may send public health 
messages to people, either by phone, text or email - these messages are not direct marketing 

• Homeworking security measures should consider the same kinds of security measures that are 
used in normal circumstances. 

• You should keep staff informed about cases in your organisation (although you don’t need to 
name individuals or provide more information than necessary - this is because you have an 
obligation to ensure the health and safety of your employees, as well as a duty of care. 

• It’s reasonable to ask people to tell you if they have visited a particular country, or are 
experiencing COVID-19 symptoms. 

• If you need to collect specific health data, don’t collect more than you need and ensure that any 
information collected is treated with the appropriate safeguards. 

• If you are required to do so you can share an employees’ health information to authorities for 
public health purposes. 

 
You can read more here: https://ico.org.uk/for-organisations/data-protection-and-coronavirus/  
 

Businesses Large and Small Need a Response and Recovery Plan 
The National Cyber Security Centre have a useful Small Business Response and Recovery infographic.  One 
idea that surfaced from my post on the topic was perhaps the need for sharing sealed passwords to areas 
that may be needed should a corona demise occur.  As ever it’s a balance that needs to be struck.  
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The NCSC videos on the topic can be found here: https://www.ncsc.gov.uk/collection/small-business-
guidance--response-and-recovery/video-collection 
 

Coronavirus and the GDPR – privacy advice for companies 
If companies are thinking of introducing measures to respond to the coronavirus threat they need to 
strike a balance between minimising the risk of infection and privacy non-compliance.  Information about 
an employee’s health or family circumstances will be classified as “sensitive data”.  This type of data may 
not have been processed before but now the business finds that it is required for either “preventive or 
occupational medicine” or to “protect against serious cross-border health threats”.  Data on “self 
isolation” may need to be kept because the business needs to claim back sick pay from the government.  
In all cases the business should conduct a risk assessment so that they understand what precautions 
should be taken with the data.  The individuals should be informed about what steps are being taken and 
why.  Dynamic changes may need to be made to home working rules and business continuity plans. 
 
You can read more here: https://lnkd.in/gfk57JK  
 

Tricks and tools for better working from home 
Around the world increasing numbers of people are staying at home in a bid to slow the spread of Covid-
19.  If you have to work from home, then there are some things and tech solutions you should consider. 
 

• Keeping in touch – make sur your contacts list is up to date, understand the technology 
available to you and how to access it. 

• Stay secure – as someone who is new to working from home you could be a target for 
hackers.  To keep information secure most companies use a virtual private network (VPN) 
or use remote desktop software.  Make sure you know what is in place 

• Check your internet connection before working from home – you may need to upgrade 
your internet connection or get a mobile hotspot as some home systems are not robust 
enough to support home working (video conferencing in particular) 

• Consider a collaborative messaging platform - Slack, Microsoft Teams or Office 365  
• Avoid distractions - Snacks, pets and even chores can distract you 
• Invest in you - use the time you were going to spend commuting by doing something for 

you (a walk, a pod case, phone a friend or family member, take a guided meditation) 
• Investigate if any of the “tech” suppliers have initial “free” trials 
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Biometric Processing Fine in Poland May Have Implications for UK 
Schools 
The Polish Data Protection Authority’s fine for processing children's finger prints to check if they have paid 
for school meals could well have implications for UK schools.  The ruling states that the school could (and 
did) have used another way of identifying the children which did not include using biometric information.  
As fingerprints do not change over time using them at school could represent a risk to the student's rights 
and freedoms if the database was ever breached long after they had left the school.   

The school had consent from parents to use fingerprint technology but also had ID cards in use.  Indeed, 
the school made children without fingerprint identification wait until those who did had used the canteen 
before they were permitted to get their meal. It will be interesting to see what comes out of the ICO 
about this!  

You can read more here:  https://uodo.gov.pl/en/553/1102  

Cyber First Girls Competition 
Girls who entered the 2019 and 2020 Cyber First Girls Competitions are now eligible to attend free 
Development Days across the UK.  This should help to develop their skills further.  A range of Cyber First 
courses, bursaries and apprenticeships are available. 
 

Fake News ALERT – GDPR HAS NOT BEEN TEMPORARILY SUSPENDED 
If you hear the “Fake news” that GDPR has been suspended.  It has not. If in doubt check the National 
Regulator (in UK the ICO).  You will find the latest information on their website. 
 

Specific Advice for IT Managers and System Administrators 
The NCSC have produced a guide for IT managers and systems administrators on Email security and anti-
spoofing.  You can read more here:  https://www.ncsc.gov.uk/collection/email-security-and-anti-spoofing  
 

900,000 People Affected by Virgin Media’s Data Breach 
Your security measures are only as good as your weakest link.  The recent Virgin Media data breach was 
not due to a hack or a criminal attack, but human error.  Virgin’s marketing database which contained 
names and contact details was made available on line simply because the database had been "incorrectly 
configured" by a member of staff.  Why?  Because they had not followed the correct procedure.   
You can read more here:  https://www.bbc.co.uk/news/business-51760510  

 
Tesco and Boots Card Holders Warning 
Tesco Clubcard and Boots Advantage Card holders have been told of unauthorised attempts to access 
their accounts. A database of stolen usernames and passwords was used to access up to 600,000 
accounts.  This particularly worrying for people who use similar email and password combinations across 
all their online accounts.  Although no financial data was accessed the subjects of the attack should make 
sure that they check and update all their passwords. 
 
The NCSC recommends that the public use strong and unique passwords across different accounts, 
especially key platforms such as email and online banking. The three random words approach is a great 
way of creating a strong password.  
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