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Big Tech Firms Face Massive Fines 
The Irish commissioner, Helen Dixon has a specialist legal team on hand to advise her on what size 
potential financial penalties should be for big tech firms.  Ireland has been accused of acting slowly by 
German privacy regulators in applying penalties for GDPR infringements.  However, as many of the big 
tech companies have their headquarters in Ireland, it is logical that they want to make sure that any 
decision they make is shielded from legal challenges.  
 
The Irish authorities currently have 23 separate investigations ongoing involving tech giants, including 
Facebook, Instagram, WhatsApp, Apple, Twitter, Google, Verizon and Quantcast.   According to the 
Commissioner “A fine is an inevitability at some point”.   
 
As the aim of the European authorities is to deter rather than merely impose corrective measures.  It is 
expected that the level of fines for big tech will be based on the recent Facebook fine in the US (€4.6bn).  
WhatsApp and Twitter have been identified as likely to be among the first companies to be fined but the 
precise timescale is less clear.   

Data Protection World Forum  
The Data Protection World Forum and Privitar have a free WEBINAR on 25th February 2pm-3pm.  The 
session is titled ‘Managing Data Privacy in the Age of Digital Transformations' and is scheduled to last 45 
minutes.  Brian Herr will speak about how companies can get the most out of their cloud, present a review 
of the regulations and discuss their impact on business. Data privacy and security solutions which allow 
businesses to identify best practice will be shared.    
 
The link to register for the WEBINAR is: https://bit.ly/3209Kjk . 
 

The Spanish DPA Provide Guidance in English For App Developers 
The Spanish DPA recently provided guidance in English for developers of apps for mobile devices.  The 
document addresses app environment specific aspects, most notably the need for clarity and 
transparency.  Data controllers have to inform users what is happening to their personal data.  This is 
particularly important where app development, start-up or operation is outsourced to third parties 
especially if they can access personal data. 

Cyber Security Body of Knowledge (CyBOK) 
The UK National Cyber Security Centre (NCSC) announced this week that the first version of the “Cyber 
Security Body of Knowledge” (CyBOK) has been published (https://www.cybok.org/). This is the 
culmination of more than 3 years’ work by the international cyber security community.   
 
CyBOK contains a “description and characterisation of the breadth and depth of cyber security from 
human factors to hardware security” and it is expected that this will inform and underpin education and 
professional training for the whole sector. 
 
The NCSC have said they intend to use CyBOK as the basis for describing course content in certified 
training (including undergraduate and postgraduate cyber security degrees).  They will encourage others 
to use CyBOK in the design of course materials. 
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7 Myths about Websites 
This week Stephen Solademi produced a useful piece entitled the “7 most common myths about 
websites”.   This was supported on his YouTube channel.  What I learned from his video was:  

1. You need a website for your business 
2. Usability is more important than the number of features 
3. It matters what your website looks like 
4. Your website will only be on the first page of Google if your SEO is good  
5. You need to keep your website up to date 
6. A website won’t immediately give you business leads 
7. Every page is important 

Here is the link: https://www.youtube.com/watch?v=AwEiO79rUeE  

Data Protection Authorities Most Common Penalties since May 2018  
The most common reasons for the 190 penalties or fines from the European Data Protection Authorities 
since GDPR came into force have been: 

1. Failure of data governance (choosing the right legal basis). 
2. Data Breach. 
3. Compromised data. 
4. Failure to respect individuals’ rights. 

According to Enza Iannopollo the next thing on the Data Protection Authorities horizon will be the risks to 
your privacy program from third parties.   
 
It will therefore be prudent to start looking at your vendors, subcontractors, data suppliers and partners 
to make sure that you are all on the same page when it comes to Data Privacy.  You can read Enza’s article 
here.   
https://go.forrester.com/blogs/guess-what-gdpr-enforcement-is-
onfire/?utm_source=linkedin&utm_medium=social&utm_content=100001113328841&utm_campaign=ps
&linkId=100000010320352)  
 

Are you on the ICO Register 
If your UK company isn’t registered with the ICO you can face a maximum fine of £4350. 
 
Any company who is not yet on the ICO register can expect to receive a letter from the ICO at their 
registered offices (even dormant ones).    It’s simple to register, takes 10 mins and costs £40 for most 
small businesses (some may even be exempt).   So don’t wait till the fine arrives before acting. 
 

 
 
The ICO self-assessment tool link is https://lnkd.in/deYHCSE   
 
If you want help with your registration PPP Management can help you through the process.  Contact us via 
the website. 
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The NCSC Board Toolkit  
The NCSC have developed a toolkit to help board members to understand what “good” cyber security is.  
Clearly some elements of good practice will apply in most situations but in order to be 'good' your cyber 
security has to work in each individual case.  It has to be appropriate to both your systems and processes 
as well as the level of risk your board is willing to accept. 
 
Board members do not need to be technical experts, but they will need to know enough to have a 
conversation with their experts, and understand which questions to ask.   The toolkit can is best used as a 
resource to create your own strategy which is specific to your culture and priorities.  It contains 
straightforward guidance and helpful questions to help board members interact with their technical 
experts. 
 
The Toolkit covers a range of cyber security topics including: 

• introduction to cyber security for board members 
• understanding the threat 
• collaborating with suppliers and partners 
• planning a response to a cyber incident 

Here is the kit link: https://www.ncsc.gov.uk/collection/board-toolkit  

Spear phishing Example 
The US Cybersecurity and Infrastructure Security Agency (CISA) warned critical US infrastructure sectors of 
a “Spearphishing” attack to a natural gas compression facility.   A threat actor utilised “Spearfishing” to 
access to the organisation’s IT network and then the OT network, installing ransomware on both 
networks, which led to assets experiencing a “Loss of Availability”.  The victim company did not lose 
control of operations but there was a loss of view for human operators 
 
Spear-phishing - A targeted form of phishing, where the email is designed to look like it comes from a 
person the recipient knows and/or trusts 

ISS World Cyber Attack 
Facility services provider ISS World which provides catering, cleaning, security and other services was the 
target of a malware attack on 17th February.  The company immediately disabled all access to shared IT 
services across its sites and countries – to isolate the incident.   There was no indication that customer 
data was compromised. But the attack left 43,000 of the company’s UK employees with no access to 
email. 

FC Barcelona Twitter Account Hacked 
Following swiftly on the heels of Facebook’s Twitter account hack (7th Feb 2020) the latest OurMine victim 
is FC Barcelona.  Who suffered what is thought to be a credential-stuffing attack on Saturday 15th Feb.  It is 
the second time OurMine has targeted FC Barcelona (the first was in 2017).  Once the Barcelona team got 
back control they disclosed that their hacked tweets had been made through a third-party tool used for 
data analytics.  
 
Many businesses use third party software as a convenient way to manage their social media. However the 
received wisdom if you use third party software is that you should consider “revoking all third-party 
platform access which doesn’t offer robust multi-factor authenticator app protection”. 
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