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This Thursday Thoughts concentrates on keeping on top of cyber security whilst your workforce is 
working from home.  I have collated tips for employers and their staff who are facing remote 
working for the first time and guidance for those who are old hands at working from home.   

There are millions new remote workers some of whom have potentially vulnerable networks or 
devices.  The timescale in which businesses were compelled to implement home working may 
have left gaps in their Cyber Security systems.  Areas of concern are training staff in this new way 
of working and developing systems and policies to support them. 

All this confusion has provided food for cybercriminals.  They are already starting to take 
advantage of peoples' concerns and there has been an increase in coronavirus-related phishing 
attacks, disinformation campaigns, and elaborate malware content circulation. 

Adapting to a new way of working 
Adopting increased home working may be a temporary fix or it may lead to a permanent way of 
working.  Guarding against the threats posed by this rapidly changing work environment will help 
businesses keep their data safe.  As with any temporary solution it requires close monitoring.   

Businesses should consider the following: 
• Developing guidelines to prevent the loss of sensitive or personal information and to avoid

fines.  Consider if encryption of data in transit is required.
• Educating employees on the new security threats they may face.  These may be different to

those they have faced before.
• Establishing operational workflows and incident response plans which take into account

remote working.
• Improving staff security awareness and provide them with contact information for security

staff (phone numbers and emails) so that they can alert security teams quickly.
• Keeping a close eye on all devices connected to the network.  There are user and entity

behaviour analytics platforms that can help you with this task.
• Keeping patches up to date and develop and maintain an inventory of devices, applications,

and patches.  So you can ensure they are all secure, your system is only as strong as its
weakest link.

• Making sure your staff have strong passwords and consider adding multi-factor
authentication to accounts.
o Put a Bring-your-own-device “BYOD” policy in place.
o Review your access policies.  Do all staff need the same access?  Make sure only

authorized parties with a legitimate need have access to view, edit, or use sensitive
data.

• Securing the network.  Consider if you need a remote-access virtual private network (VPN)
which encrypts the user’s online activity, regardless of their network’s security, hiding their
devices and information from cybercriminals.

• Setting role-based privileges is effective in defining access.
• Updating policies, have clear interim administration procedures in place and make sure that

you know where all your assets are.
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• Use a Zero trust networking model, multi-factor authentication or risk-based authentication 
to restrict access.  Your security policies should take into account recent events.  

 
Two of the most important steps you can take to protect yourself from malware is to install the 
latest software and keep apps updated.  The NCSC has published guidance for organisations looking 
to help their staff adapt to life away from the office and keep themselves secure you can find this at: 
https://www.ncsc.gov.uk/guidance/home-working. 
 

Be aware of scams  
According to IT Governance in their monthly Cyber Report there have been 67 cyber incidents this 
month which affected 832,486,418 records. 

 
 
In the UK Action Fraud has reported a 400% rise in Coronavirus fraud reports.  Their website 
(https://www.actionfraud.police.uk/ ) offers advice on protecting yourself from scams. Citizens 
Advice has an online toolkit for you to check if something might be a scam and National Trading 
Standards has a campaign “wash your hands of coronavirus scams”. Examples of these can be found 
at: http://www.slough.gov.uk/health-and-social-care/wash-your-hands-of-coronavirus-scams.aspx 
and https://www.citizensadvice.org.uk/Global/CitizensAdvice/campaigns/SAM17/SAM17%20-
%20CEP%20Phone%20scams%20toolkit.pdf. 
 
There has been a worldwide spike in email and phone scams as criminals exploit people’s 
vulnerabilities and thirst for information during the current coronavirus pandemic.  
 
Phishing attempts are on the increase.  These are typically emails is that you can only find out more 
if you click on a link or open an attachment or if it’s a call you are invariably asked to press buttons 
on the phone.  The following are a summary of things that will help you guard against phishing: 

• the Government will not email you asking for your bank details. 
• HMRC will not email about a tax refund. 
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• banks already have your details so don’t need them from you. 
• no approved coronavirus testing kits are currently on sale in UK. 
• local hospitals will not email you to say you’ve come in contact with an infected worker. 

 
More information can be found at: https://www.cyberscoop.com/google-phishing-warning-hacking-
campaign-iran-north-korea/. 
 
Disinformation.  There have been up to 70 incidents a week involving false narratives and 
misleading claims.  Specialist units across government are working to combat false and misleading 
information.  More information can be  found here: 
https://www.gov.uk/government/news/government-cracks-down-on-spread-of-false-coronavirus-
information-online  
 

Get your information from trustworthy sources 
To keep safe you should always use a reputable source for information one such trustworthy source 
is the ICO who have created a data protection and coronavirus information hub which can be found 
here: https://ico.org.uk/global/data-protection-and-coronavirus-information-hub/  
 

Protect personal data 
The Government, NHS and other organisations do not need permission to send vital public health 
messages via phone, email or text.   
 
Employers and organisations have an obligation to protect their staff under existing Health and 
Safety law.  Therefore it may be reasonable for them to ask you if you have experienced coronavirus 
symptoms or ask about health conditions.  They should however only ask for the information they 
need to protect you and others.  If a staff member becomes ill with coronavirus, employer may need 
to tell colleagues (they should not release personal details such as the name of the person involved). 
 

Sharing personal data 
If an organisation needs communicate externally and pass personal data across organisational 
boundaries it should take care that this process does not lead to a leak of sensitive data. Different 
types of information have a different value.  Therefore you need to make sure you consider: 

• How to avoid accidentally releasing information to the wrong person or address. 
• If a second person needs to authorise release of information consider how this can be 

achieved in a working from home situation. 
• Whether you need to protectively mark sensitive information. 
• How you can prevent hidden data being released in documents when you are not in 

your “usual” office situation. 
More information can be found in on the NCSC website: https://www.ncsc.gov.uk/guidance/design-
pattern-safely-exporting-data  
 

Video conferencing 
Video conferencing software is being used by businesses more than ever for a variety of reasons; 
internal check-ins, conference calls, external meetings, and presentations. Many video conferencing 
tools offer additional functionality including file sharing and instant communication features which 
are useful to businesses where face to face contact cannot be achieved.  Most websites we visit and 
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apps we install share data with the likes of google, Facebook amazon, Microsoft.  Even at this time 
the usual cyber security rules apply.  Due diligence is required, security of your personal data and 
the company’s data should be a priority. 
 
With video conferences there is the chance that others (pranksters, trolls, malicious actors) will gain 
access.  Many threat actors track social media posts and websites which give details of scheduled 
meetings.  This can lead to people trying to access the meeting who should not be there, 
compromising security or spreading misinformation (or worse).  As people adapt to this new way of 
working it is vital that information such as meeting invite links are not shared openly on social media 
platforms like Twitter on the company website or any other medium that can be shared with others. 
 
You should also consider what you share while on a video call.  It is possible for sensitive 
information, company emails on laptop screens, passwords on sticky notes, meeting notes and even 
private pictures hanging on walls inside offices to be seen.  Not only can those on the call see, and 
comment on what the see.  There is potential that screenshots may be shared on social media 
alongside your name, which is often on the screen to identify you to other participants.  This could 
be enough for a local Burglar to identify you and make you a target once quarantine is over.  If 
screenshots are taken (and as long as those present have consented) every effort should be made to 
remove information such as meeting codes etc. 
 

Zoom 
This week there has been a lot of concern about the conferencing platform  Zoom.  The main issues 
with the platform stem from a perceived poor attitude towards security particularly the lack of end 
to end encryption and the sharing of data with Facebook Google and others.  Until 2 April the 
platform was not considered GDPR compliant.  In particular their links to China was a cause for 
concern; the majority of Zoom servers are in China, calls are routed through China and the app was 
developed there.  Since 2 April Zoom instigated a number of patches and updates to its platform, it 
has entered into Data Protection Agreements with sub processors to ensure that the privacy and 
security of customer data is protected.  Therefore Zoom state that their DPA has been thoroughly 
vetted to comply with all GDPR and other privacy and security-related requirements. 
 
Many companies will have already paid for Zoom and will therefore need to keep using it despite 
the concerns.  There are some steps that can be taken to prevent data being tracked or used quite 
as much.  
• Use an alias email address purely for Zoom 
• Make sure your privacy settings are tightly set up 
• Clear all cookies and temporary files after each call to limit tracking through browsers. 
• Don’t say anything on a call you aren’t happy for Zoom to data mine. 
More information can be found at: https://tidbits.com/2020/04/03/every-zoom-security-and-
privacy-flaw-so-far-and-what-you-can-do-to-protect-yourself/, 
https://www.wired.co.uk/article/zoom-privacy-settings. 


