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Google Intends to Acquire Fitbit 
This week we heard that Google LLC intend to acquire Fitbit.  Commentators and regulators including the 
EDPB have noted that this "possible further combination and accumulation of sensitive personal data for 
people in Europe"  could "entail a high level of risk to privacy and data protection".  The parties involved in 
the proposed merger will need to conduct a full assessment of the data protection requirements and 
privacy implications in a transparent way and mitigate any risks before they formally notify the European 
Commission about the proposed merger.   This will be one to watch! 

Analysis of Cyber Crime in Europe 
Specops Software have recently conducted a survey of European countries and compared their 
cybercrime encounter rates.  This identified that the Netherlands is apparently the most vulnerable 
European country and Ireland ranks the most cyber secure and least vulnerable European country, having 
the lowest cybercrime encounter rate in every category expert cloud provider attacks. 
 
Three ways to keep safe from cybercrime are: 

1. Don’t click on strange links - phishing emails are designed to  look real and now can appear to 
come from people you know and trust.  If you aren’t expecting a link don’t click. 

2. Don’t re-use passwords - if you reuse passwords then it is easier for attackers to try the login 
information from one site to another. 

3. If you have multi-factor authentication USE IT - too few people take advantage of the extra 
security layer that multi-factor authentication offers.  

 
You can read more here: https://gdpr.report/news/2020/02/25/privacy-ireland-ranked-least-vulnerable-
european-country-to-cybercrime/ 

Advice on Using Social Media Safely 
The UK NCSC have step by step guides on how to set up the privacy settings for most types of social 
media.  Links to their guidance can be found at: https://www.ncsc.gov.uk/guidance/social-media-how-to-
use-it-safely  
 
Or you can follow these specific links for the major social media platforms.  

• Facebook: basic privacy settings and tools 
• Twitter: how to protect and unprotect your Tweets 
• YouTube: privacy and safety  
• Instagram: privacy settings and information 
• LinkedIn: account and privacy settings overview 
• Snapchat: privacy settings 

Internet of Things 
Carnegie Mellon University have developed a new app called the “Internet of Things Assistant.” Which can 
help users understand what data the devices (smart speakers, cameras doorbells etc) around them are 
collecting. 
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Connected Vacuum Cleaner Security Vulnerability 
The “Ironpie M6”, a connected vacuum cleaner built by Trifo, has multiple security vulnerabilities.  
Particularly their live video streams are vulnerable to threat actors on the Trifo servers.   This means that 
every user is at risk of a hacker obtaining their live video feed.  As this flaw remains unpatched, the only 
risk mitigation options for owners is to cover the camera or cut off the vacuum’s access to WiFi. 

Comparison between GDPR and the CCPA 
The Future of Privacy Forum have written a useful comparison between Europe’s GDPR and the US 
equivalents the 2020 Californian CCPA and the 2019/2020 Washington WPA.  
The complete printable version is available here: https://lnkd.in/eqtqgAn  

Ransomware Developments 
A number of ransomware actors have decided to set up 'wiki-leaks' style sites to publish the data of those 
who do not pay the ransom they demanded.  A worrying development for organisations who follow 
advice not to pay ransoms when they suffer an attack ... one wonders what the data protection 
authorities will do with this. 
You can read more here:  https://lnkd.in/dDz-aBt  

Google Changes to UK Users Terms and Conditions 
You may have noticed a raft of T&C notifications from Google and YouTube this week.  With Brexit the 
data controller for UK users will become Google LLC (the US company) rather than the Irish Google Office. 
It is not surprising that British accounts will no longer be controlled in an EU country given that the United 
Kingdom is no longer a member of the EU.   However, Google could have created a British subsidiary to 
handle British accounts but has chosen not to (at this stage).  No doubt this will run on as other U.S. tech 
companies will have to make similar choices. 
 
Data protection arrangements for UK users will remain unchanged as a result of the move to Google LLC 
because they (Google LLC) are subject to the UK version of the DPA2018 (which includes compliance with 
GDPR) until the end of the year 2020.    
 
Some commentators are speculating that the U.K. government proposes to trade away enough data 
protection that we lose adequacy under GDPR.  Others are calling upon the ICO to get involved and 
provide guidance for businesses and data controllers.   
What is certain that there will be more on this subject over the next few months and should the UK 
Government change the UKGDPR rights and obligation after December 2020 then Google will have to 
comply with what is decided.  Google LLC may also face scrutiny about where it pays tax on its UK 
activities and therefore a Google “establishment” of some sort in the UK could be a possibility. 

RUSI Annual Security Lecture 
Metropolitan Police Commissioner Dame Cressida Dick delivered the RUSI Annual Security Lecture on 24th 
February.  Her theme was modern policing and the use of data and technology now and in the future. Of 
particular interest to the cyber (and privacy) sectors will be how tech enables human policing.   
 
According to Dame Cressida “The volume and complexity of crime today means we cannot stand still and 
allow technology to advance while we are left behind” and a “well-governed and well-explained 
proportionate use of tech by the police will reduce the likelihood of you and your family and friends being 
harmed by crime”.   
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The Met intend to use tech proportionately to speed up how human officers solve and prevent crime, and 
increase the chance of stopping harm occurring.  Dame Cressida assured her audience that the Live Facial 
Recognition (LFR) that is currently in used by the Met does not store biometric data nor does it have an 
ethnic bias.  Human officers will always make the final decision on whether or not to intervene.   You can 
read the full text of her speech here: https://rusi.org/event/rusi-annual-security-lecture  
 

NCSC Secure Communication Principles  
The NCSC have issued guidance to help assess the security of voice, video and messaging communication 
services including how to:  
 

1. Protect data in transit 
2. Protect network nodes with access to sensitive data 
3. Protect user access to the service 
4. Ensure secure audit of communications is provided 
5. Allow administrators to securely manage users and systems 
6. Use metadata only for its necessary purpose 
7. Assess supply chain for trust and resilience 

 
You can read the full guidance at: https://www.ncsc.gov.uk/guidance/secure-communication-principles-
alpha-release  
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