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This week there is the usual round up of Phishing, Patches, 5G,  Deep Fake and cyber news.  I have 
tried to give a global perspective on test and trace, examining what has been seen in Australia, 
Germany and the UK.   
 
Following the Schrems II decision last week I found Phil Lee’s discussion on the Privacy Shield ruling 
and what it means for European businesses helpful; I have reproduced it here with his permission.  
Firefox and Garmin have both had “technical issues” this week and the NCSC have advised against 
sharing images of videoconferences because of privacy and security risks to the users.   
 
I have shared a link to Chatham House webinar on why we should make social media companies act 
as “responsible stewards of information” rather than simply close our accounts. I also found a new 
term ‘Jackpotting’.   
 
My “Blogs of the week” 
Tim Clements - 25+ Data Protection Travel Tips 
Susan Leigh - Do You Wind Down Before Bed? 
NCSC - How a multi-disciplinary approach can help us deliver security that works in the real world 
 

The application of test and trace apps globally 
Despite tracing’s success in other countries, some governments have failed to adequately fund or 
apply the tool in their countries.  We can often only hear of what our government are doing about 
track and trace (generally reported in the media in a negative light).  I thought this week I’d share 
some information on other countries’ test and trace apps to provide “balance”.  In Vietnam, there 
were screening programmes for incoming passengers which were then extended to anyone entering 
a major city, government building or hospital.  Accessible testing stations were set up in cities and 
banks and apartment complexes developed their own screening procedures.  
 
UK admits test and trace program breaks privacy law 
This week the UK government admitted that its coronavirus test-and-trace system breaks UK and EU 
data protection law after staff involved in the program posted names, NHS numbers, contact details 
and case IDs of people who have tested positive for the virus on social media groups such as 
Facebook and WhatsApp. You can read more here: https://www-forbes-
com.cdn.ampproject.org/c/s/www.forbes.com/sites/emmawoollacott/2020/07/20/uk-admits-test-
and-trace-program-breaks-privacy-law/amp/  And here: 
https://www.computing.co.uk/news/4017986/uk-test-trace-illegal-gdpr  
 
Germany's app fails to alert some users 
Germany pursued an aggressive case-detection strategy, testing anyone with symptoms and using a 
public information call centre to direct people to nearby local testing centres.  More recently the 
German coronavirus app did not work properly for up to five weeks.  So, millions of users with 
Samsung and Huawei devices were not sent an alert if they had come into contact with the virus.  
The problems was that Android operating systems blocked the app from running in the background 
in order to save power but the issue has now been fixed. You can read more here: 
https://www.dw.com/en/germanys-coronavirus-tracing-app-initially-disabled-on-android-
smartphones/a-54305099  

THURSDAY THOUGHTS 
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Australia’s COVIDSafe App Labelled as a failure 
The Australian Federal Government's COVIDSafe app has been labelled a "$2 million failure" 
because it did not help contact tracers identify any people who could be exposed to coronavirus. 
 

The “Privacy Shield Schrems II Ruling” what does it mean? 
Last week as my blog  went to print there was a lot of talk about the Schrems II ruling on “Privacy 
Shield”.  For those who don’t know Privacy shield is one of the ways that enables personal data to 
be transferred from the EU to the US.  The ruling came about because the EU regulators were 
unhappy that the US government puts national security above the rights and freedom of data 
subjects.  In particular it was felt that EU data subjects did not have enough recourse in the courts if 
their rights are violated.  Phil Lee of Fieldfisher explained in a pithy Linked in post what the 
consequences will be.   

• EU data will still flow to the US, exactly as before. 
• Those who were reliant on the Privacy Shield will move over to Standard Contract Clauses 

(SCC). 
• US vendors will get more questions about whether they are “really, really” complying with 

SCC commitments in light of today’s news. But deals will still take place. 
• There will be more interest in EU data centres. 

You can read Phil’s post here: 
https://www.linkedin.com/feed/update/urn:li:activity:6689484777369702400/  
 

Video conferencing images 
Users of video conferencing platforms are being warned against posting images of conference calls 
on social media after research revealed that image processing algorithms and web-based text 
recognition makes it possible to identify personal features, cross reference them with social media 
data and that this can pose a risk to the privacy and security of users.   The NCSC has published 
guidance on using video conferencing platforms securely. 
 

Malware issues 
Mozilla temporarily shuts down “Firefox Send” – 13 July 
Firefox Send went down earlier this month.   According to a report in “TECHSPOT”, Mozilla 
temporarily shut down “Firefox Send” in response to inquiries about its "increasing prevalence in 
current malware operations."  You can read more in the Techspot article:  
https://www.techspot.com/news/85979-mozilla-temporarily-shuts-down-firefox-send-response-
malware.html  
 
Garmin suspected ransomware attack – 23 July 
Garmin shut down some of its connected services and call centres after an “outage that affects 
Garmin.com and Garmin Connect" .  The outage affected call centres and there were multiple 
unconfirmed reports that stated this was a ransomware attack that successfully locked some of the 
company's systems.  Pilots have reported that they have not been able to download new Garmin 
software with up-to-date versions of the Garmin Pilot app, which is used to schedule and plan 
flights.  You can read more here: https://www.bleepingcomputer.com/news/security/garmin-shuts-
down-services-after-suspected-ransomware-attack/  and here: 
https://www.theguardian.com/business/2020/jul/24/smartwatch-maker-garmin-hit-by-outages-
after-ransomware-attack  
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Bank targeted in ‘Jackpotting’ attack 
This was a new one on me as I hadn’t heard of ‘Jackpotting’ before.   It is where cyber criminals 
install malicious software at ATM’s which result in large amounts of cash deposits being forced out 
of the machines.  The first victim of such an attack was a bank in Antwerp. 
 

Phishing is still the leading type of COVID-19 fraud 
COVID-19 related phishing scams make up a third of all COVID-19 scams.  Steps you can take to keep 
yourself safe from phishing attempt are: 

• strong passwords (and not using the same one for all your accounts)  
• use a multifactor identification (pin, face, thumb print)  
• do not take social media quizzes that ask for personal info. 

 

UK 5G and Huawei 
If you want to read more about the NCSC advice on the inclusion of Huawei in the UK 5G network 
there are a selection of NCSC publications relating to Huawei, 5G, and new US sanctions is available 
on their website. https://www.ncsc.gov.uk/information/5g-and-us-sanctions-round-up  

 
Microsoft, SAP and Cisco updates  
This month’s security patches including fixing vulnerabilies affecting the Microsoft Windows DNS 
Server, NetWeaver AS JAVA, Citrix Application Delivery Controller, Citrix Gateway, and Citrix SD-
WAN WANOP.   
 

Chatham House - countering malign influence 
In a Chatham House round table webinar last week it was argued that users in the developed world  
should be campaigning to make social media companies act as “responsible stewards of 
information” rather than deleting our accounts because we are tired of the proliferation of 
disinformation and fake news.  What hadn’t occurred to me is that while we clamour about deleting 
Facebook in the developed world , we need to remember that there are people in other countries 
(e.g. Ukraine, India, Burma and Brazil ) who rely on social media as their primary source of 
information.  You can access the webinar here:  https://www.chathamhouse.org/file/virtual-
roundtable-countering-malign-influence-lessons-three-
continents?utm_source=linkedin.com&utm_medium=organic-social&utm_campaign=russia-
eurasia&utm_content=malign-influences-event  
 

UK NCSC Cyber Schools Hub 
Since late 2017 the NCSC has been working with local schools to understand how to increase the 
number and diversity of pupils taking Computer Science at GCSE and A-Level. This engagement has 
resulted in a 43% increase in the number of students taking GCSE Computer Science in participating 
schools.  There has been a similar increase in Sixth Form students going on to study cyber security or 
computer science at university.  The aim is to now replicate this success in other regions.  You can 
read more here: https://www.ncsc.gov.uk/blog-post/cyber-schools-hub-local-success-national-
impact  
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Deep Fakes in the movies? 
Disney Research Studios is now able to use deep fakes to swap faces in high-resolution which means 
it could be used in blockbuster movies.  It begins with taking a recording of a person talking or 
singing, and then using face alignment to normalize the image to 1,024 x 1,024 resolution.  This is 
sent to their decoder program which then swaps the input face with a target face.  It will save 
Disney both time and money on visual effects.  However, we may see a proliferation of fake videos 
from threat actors as a result. 
 

CYBERUK2021 
The coronavirus outbreak forced the postponement of the UK’s annual CYBERUK event which 
focusses on cyber resilience and brings together more than 2,500 delegates.  The next event will 
take place in Wales on Tuesday 19 May 2021 
 

Blogs of the week 
Tim Clements - 25+ data protection travel tips 
Tim has some absolutely great advice in his 25+ data protection travel tips.  Depending on where 
and for how long you'll be traveling there is something in it for us all to consider.  The advice ranges 
from the use of out of office messages to why you should switch off Bluetooth and Wi-Fi at all times 
unless you need them.  Depending on the trip, Tim recommends that we remove unnecessary apps 
and data so that they cannot be accessed by hackers or foreign authorities and make sure we have a 
spare phone and charger with us in case ours is lost, stolen or confiscated.  You can read the blog 
here:  https://www.linkedin.com/pulse/20-data-protection-travel-tips-clements-fbcs-citp-cippe-
cipm-cipt/  
 
Susan Leigh - Do You Wind Down Before Bed? 
During Lockdown Susan has shared daily photos of the local area and I’ve been really enjoying the 
variety of pictures of nature that appeared on my feed.  In this blog she explores why sleep is an 
issue and gives advice on things you can do to help yourself.  I didn’t realise that 90% of adults said 
they didn't get enough sleep, nor that sleep-related issues and stress cost UK businesses £40 billion 
in 2018.  Susan says winding down before bed is a crucial element in getting a good night's sleep and 
she has some super ideas for ways you can wind down before bed: 
http://www.lifestyletherapy.net/cms/do-you-wind-down-before-bed  
 
NCSC - How a multi-disciplinary approach can help us deliver security that works in the 
real world 
Don’t be frightened off by the title.  This blog from NCSC discusses how over the last few months 
many of us have had to embrace new technology and how people have demonstrated how resilient 
and adaptable they can be.  There have been changes to operating models, innovation and new 
ways of working.  Post COVID-19 it is going to be critical that people, organisations and technology 
can interact safely.  The NCSC has a varied research portfolio which it discusses in detail in this blog, 
an interesting read for those who want to see what where the research is taking us.   
https://www.ncsc.gov.uk/blog-post/a-sociotechnical-approach-to-cyber-security  
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