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Did you know the UK has the largest share of coronavirus related scams in the world (21%)?  

 

This week’s Thursday Thoughts is all about the need for vigilance, keeping technology up to date and 

staying safe.  It explores phishing and hacking protection and gives some recent examples of both. 

 

With more of us working remotely the interfaces between home and business systems is more 

vulnerable therefore it is imperative we keep our software up to date.  Details of recent Microsoft 

patches that businesses may have missed in lockdown and guidance on how to live with obsolete 

software are shared.  There is also advice on what to do if you have been compromised. 

 

Our homes are vulnerable too and more of us have CCTV and baby monitors which use the internet.  

This week we include guidance on how to keep these systems safe.   

 

Finally, with the advent of the UK coronavirus tracking app we will all potentially face a choice 

between personal privacy and assisting national efforts to stop the spread of Coronavirus.  Some of 

the concerns that you may not have considered are explored. 

 

Protection against phishing 

The phishing threat is very confusing, especially for the vulnerable.  So prevalent are these phishing 

emails or SMS message that  the UK government has started a Suspicious Email Reporting Service 

(report@phishing.gov.uk) 

 

A phishing email will generally feature the following: 

• Authority - Is the sender claiming to be from someone official (like your bank, doctor)? 

• Urgency - Are you told you have a limited time to respond (like in 24 hours or immediately)? 

• Emotion - Does the message make you panic, fearful, hopeful or curious? 

• Scarcity - Is the message offering something in short supply? 

If you unexpectedly hear from a company you don’t normally receive communications from, or 

someone you do not know. Then you should be suspicious, even if it's only a hunch, and you should 

report it.  

 

Example of how phishing works 
The 'Florentine Banker' email attack recently stole over £500,000 from private equity funds in a 

business email attack.  What started with a targeted phishing campaign against two key people, 

persisted for weeks alternating methods and targets (manipulating email conversations, registering 

lookalike web sites, and cashing wire transfers) until the attackers had a panoramic view of the 

company’s finances.  Then four separate transactions attempted to transfer £1.1M to unrecognized 

bank accounts.  Fortunately this was foiled and £570,000 of the transferred cash was recovered but 

the rest was permanently lost.   

 

Worryingly, researchers uncovered a number of purchased domains that indicate there are more 

targets in the cybercrime gang's list. 
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Hacking 
Hacking is on the increase especially at this time.  Regular cloud backups can mitigate against the 

threat of ransomware.  Things to look out for include: 

• Being locked out of an account  

• Login/attempted logins from another location or at a different time 

• Changes to your security settings  

• Messages sent from your account that you don't generate 

If  you discover a problem you should: 

1. Update your devices 
2. Contact your provider if it is appropriate (e.g. for emails) 
3. Change passwords 
4. Set up 2-factor authentication 
5. Notify your contacts 
6. If you can't recover your account contact Action Fraud 

According to reports cyber attackers have stolen sensitive files belonging to Energias de Portugal 

(EDP) using the Ragnar Locker ransomware (which attacks Windows-based systems).    Guidance on 

dealing with the effects of hacking can be found in the NCSC support 

https://www.ncsc.gov.uk/guidance/recovering-a-hacked-account. 

 

Software updates  
Although security tool usage rates have increased slightly since more people started working from 

home an enormous growth in unsecured endpoints has been noted.  This is because the number of 

individuals remote working without access to a VPN has more than doubled. 

 

Whether IT equipment is company owned or our own it is imperative that we have the latest 

versions of software, applications and operating systems on our devices.   Make sure to check 

regularly for updates (or set devices to update automatically).  This is as important for phones and 

tablets as well as computers! 

 

Microsoft updates 
Microsoft issued 115 patches in March and followed this with a second bumper "Patch Day" this 

week.  There were about 113 security updates including patches for 3 “zero day” vulnerabilities.  

These are things the company know about and have reported but they have not yet fixed.   

 

Microsoft has also extended the end of life support for some Windows 10 1809 and Windows 10 

1709 products.  

 

Living with obsolete software 
You can find guidance on how to manage the period while you are still relying on obsolete software 

and platforms from UKs National Cyber Security Centre here:  

https://www.ncsc.gov.uk/guidance/obsolete-platforms-security-guidance. 

 

Passwords 
Passwords should always be unique and complex (my favourite is 3 random words).   
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If you think you have been compromised 
If you think you have been compromised you can visit https://haveibeenpwned.com to check if you 

are on the list of compromised accounts. 

  

Using ‘smart' security cameras safely 
The NCSC has issued guidance on protecting 'smart' security cameras and baby monitors from cyber-

attack.  The guidance explains how to set up smart cameras safely and how to prevent your live feed 

or images from being accessed by unauthorised users.  Their 3 steps include: 

• Change default passwords to a secure one. 

• Regularly update the camera (use auto update if installed). 

• Disable features you do not need (such as the ability to remotely view camera footage).  

You can find guidance on how to make these changes in the system’s manual.  Further details can be 

found in the NCSC guide: https://www.ncsc.gov.uk/guidance/smart-security-cameras-using-them-

safely-in-your-home. 

 

Coronavirus tracking and contact tracing 
There will be a balance to be struck in the next few weeks between providing tracing information to 

stop the spread of Coronavirus and individual’s concerns about privacy.  In some countries there are 

plans for a coronavirus tracing app which harnesses the data in your phone.  There is also a school of 

thought is that “Digital Virus Passports” and the inevitable privacy issues that attend them will 

become the new way of life for travellers.   

 

Should you be worried?  That’s a personal decision.  The links below are from 2 Guardian Newspaper 

articles which discusses this matter.  The second explaining the concerns of many about letting the 

government anywhere near your phone  

• https://www.theguardian.com/politics/2020/apr/12/uk-app-to-track-coronavirus-spread-
to-be-launched  

• https://www.theguardian.com/commentisfree/2020/apr/22/whats-the-deal-with-the-
coronavirus-tracing-app-cassandra-the-information-technology-wobbegong-explains  

 

Looking forward to next week  
Keep your eyes open next week because Zoom are set to issue their latest edition “Zoom 5” on the 

27th April.  This should feature updates to address the security flaws that have been highlighted in 

the media recently.   
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