
26/03/2020 

 
 
 
This week’s “Thursday thoughts” has 2 parts.  Firstly, an update on what has been going on in the cyber 
world.  The second part contains some cyber related ideas to help you pass the time (productively) in 
these incredibly difficult times. 
 
It seems that hardly an hour passes without some new information for us to digest.  The sheer volume of 
apps, guidance from governments, media and trade bodies is phenomenal.  This is coupled with an 
increase in malware and scams that are exploiting our worries and need for information.  Working out 
which “pile” to put the information we receive into is a challenge.  Mentally I’ve created three piles, 
“true”, “fake”, “downright damaging”.  This week I have seen lots of examples of people sharing 
time/talents for free and received really helpful support and information from organisations such as the 
Altrincham and Sale Chamber of Commerce.  I have therefore added a “positive” pile to celebrate the little 
green shoots of genuine good news. 

1  
Phishing and malware attacks exploit COVID-19 worries 
Criminals are exploiting peoples worries about Coronavirus online.  An increase has been seen in both the 
range and sophistication of these attacks.   Users are warned to watch out for bogus emails with links 
claiming to have important updates, which once clicked on lead to devices being infected.   There are also 
numerous examples of new apps, websites and other media all of which exploit people’s thirst for 
information. Many of these are just fronts for ransomware, credential theft, bitcoin or fraud.  The World 
Health Organisation (WHO) warned that criminals posing as them have been sending out ‘clickbait’ emails, 
cyber criminals also impersonated the US Centre for Disease Control (CDC) as well as welfare providers in 
a number of countries.  These attacks are also becoming more targeted and recently focussed on the 
transport, retail or shipping sectors. 
 
In the UK NCSC have taken measures to automatically discover and remove malicious sites.  However, we 
can all play our part.   

• If you fall victim to a phishing attempt you should report it Action Fraud.   
• For official information about coronavirus, please refer to trusted resources such as the Public 

Health England or NHS websites.  
• For guidance on Cybersecurity matters the NCSC website is a good place to start.    

 

The need for guidance as home working increases 
We have seen a huge surge in home and remote working.  The worry now for businesses is the chance of 
cyber-attack on the devices (laptops, mobiles and tablets) which are currently in use at their employees’ 
homes.  In particular staff need to be able to spot typical phishing scams and deal with suspicious emails 
but they should have guidance on what can or cannot be downloaded from the internet.  If the idea of 
working from home is new to your organisation or employees the NCSC have guidance on the following: 

• Preparing for home working 
• Setting up new accounts and accesses 
• Controlling access to corporate systems 
• Helping staff to look after devices 
• Reducing the risk from removable media 

 
Videos on the topic can be found here: https://www.ncsc.gov.uk/collection/small-business-guidance--
response-and-recovery/video-collection 
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Protecting business SMS messages in critical processes 
SMS is an incredibly valuable business tool but it was never intended to be used to transmit high risk 
content such as one-time passcodes which are used as part of a multi-factor authentication (MFA) system.  
However with the move to homeworking SMS is being used more and more for critical information.  If 
your organisation uses SMS in critical processes you should consider whether you need to put in place 
additional controls.  You can read more here: https://www.ncsc.gov.uk/guidance/protecting-sms-
messages-used-in-critical-business-processes  
 

Safely sharing and exporting data 
Be wary of over sharing information.  The file formats we use are often complex and contain a number of 
fields and information which is hidden from the user (metadata).  When you share a file this information 
may be accidentally released the advice for safe sharing includes:  

• Ensure it is obvious both who the intended recipient is and what system they are using (is it 
corporate or personal account). 

• If your policy requires a second person to authorise release of information you may need to relax 
this under the circumstances.  But you need controls in place such as locked PDFs etc. 

• If you use classification markings make sure your information has been correctly marked. 
• If you need to release information automatically make sure the system performs as designed. 
• If rate limiting is employed it may need to be tuned or increased 
• Export controls (printing, copy and paste etc) that are too onerous on the user lead to a loss of 

governance and control as “work around” solutions are found by users.   Therefore these should 
be balanced with broader environmental risks. 

 You can read more here:  https://www.ncsc.gov.uk/guidance/design-pattern-safely-exporting-data 

Global network of bots brought down 
Cyber security teams from 35 countries have dismantled one of the world’s largest network of bots 
(Necurs) which is believed to have infected more than nine million computers worldwide.  In his blog, Tom 
Burt, vice-president for customer security and trust at Microsoft, said the takedown was the result of 
eight years planning. 
 

Alexa may be listening to your conference call 
A number of law firms are advising staff to mute or shut off any kind of visual or voice enabled device 
when they talk about client matters at home.  This is because Google and Alexa devices could be listening 
to confidential phone calls with clients.  This is not just restricted to products like Alexa, but also video 
products, baby monitors and closed-circuit TVs.  Secure work-from-home arrangements are required for 
certain job functions. Critical documents, including those that might be privileged, need to be secured.  
 

ICO reprimands schools for publishing photographs 
The ICO have issued two reprimands (legal warnings) to schools for wrongly disclosing the personal data 
of children.  In one case a class photograph which included pictures of two pupils whose adoptive parents 
had refused consent for their children’s images to be shared was sent to a local newspaper.  In the second 
a class photograph was sent home to parents.   However, the photo included the image of a child whose 
adoptive parent had previously informed the school that no photographs of the child were to be used 
outside of the school. 
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Gaming safely 
With more time in the house many people will take the opportunity to playing games online.  Whatever 
you use, a PC, console, phone or tablet, you should safeguard yourself and your personal data. These 
steps will help prevent you falling victim to a criminal.  

• Secure your device 
• Account protection 
• Expand icon 
• Protect your privacy 
• Expand icon 
• Use official sources or stores 

 
For those with younger family members, online gaming can be a concern (cyberbullying, excessive time 
spent gaming, unscrupulous practice).   Some useful sources of information are: 

• Gaming: What parents and carers need to know (www.thinkuknow.co.uk) 
• Online gaming safety tips for parents (www.internetmatters.org) 
• Buying a games console for your child (www.internetmatters.org) 
• Review of sites, apps and games (www.net-aware.org.uk) 

 

Will Privacy Survive COVID-19? 
Close monitoring of movement is fundamental to slowing the spread of the virus.  Therefore, countries 
have implemented a variety of techniques and new mechanisms of social control at an accelerating pace, 
bypassing checks and balances that might have prevented them from being approved under less chaotic 
circumstances.  Individuals have also shared their own health data via apps to help map the disease 
spread with little or no thought of the long-term consequences to their personal privacy.    The “Privacy 
Issue” discusses the different monitoring mechanisms that four governments have launched in this article:  
https://theprivacyissue.com/government-surveillance/will-privacy-survive-covid-19-coronavirus 
 

Risk to Cisco, Citrix and Zoho 
Popular business applications and devices from companies such as Cisco, Citrix and Zoho have been 
targeted by a Chinese cyberespionage group.  The risk to companies at the moment is significant as IT 
staffs are working remotely like the rest of the staff and the rush to work-from-home employees might 
leave business applications exposed to the internet without adequate protection.  You can read the article 
from CS Online here: https://www.csoonline.com/article/3534003/chinese-hacker-group-apt41-uses-
recent-exploits-to-target-companies-worldwide.html  
 

Fake News ALERT – GDPR HAS NOT BEEN TEMPORARILY SUSPENDED 
If you hear that GDPR has been suspended.  It has not. If in doubt check the National Regulator (in UK the 
ICO).  You will find the latest information on their website. 
 

2  
Back up your data 
This requirement hasn’t gone away!  You should always seek to safeguard your most important data, such 
as your photos and key documents.   Take this opportunity to back up to an external hard drive or a cloud-
based storage system.  That way if your device is infected by a virus, malicious software (malware) or 
accessed by a cybercriminal you can recover your data from your back up.  Just make sure that the 
external hard drive you are using is not permanently connected! 
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Consider your GDPR compliance 
This requirement hasn’t gone away either!  If you haven’t had the chance to think about GDPR you are not 
alone.  Take some time to check how it applies to you.     

• Do you know what personal data you process? 
• Have you registered with the ICO (do their assessment and take a screenshot if it says you don’t)? 
• Have you an idea of how the data flows around your organisation? 
• Have you completed a data audit? 

 
If you need help you can download a copy of my book: https://www.routledge.com/GDPR-A-Game-of-
Snakes-and-Ladders-How-Small-Businesses-Can-Win-at-the/Alford/p/book/9780367435455 or contact me 
direct and I will be pleased to advise. 
 

Business resilience 
If ransomware is on your radar but you haven’t yet had the opportunity to check your organisation's 
resilience now is a good time.  The NCSC have an online tool called “Exercise in a Box”  which helps you 
test and practise your response to a cyber-attack.  It is free and you don’t have to be an expert to use it.  
There are exercises, based around the main cyber threats, which you can do in your own time, in a safe 
environment. It includes everything you need for setting up, planning, delivery, and post-exercise activity, 
all in one place.  https://www.ncsc.gov.uk/information/exercise-in-a-box 
 

Do some business planning 
Usually we could all do with time to do this and often.  Think about your goals for the next month, 6 
months, 12 months and how do you can achieve them.   

• Write a formal business plan. 
• Work on your mission statement. 
• Work your business plan into a business development plan. 

 

Develop a marketing plan 
In a study of 250 SMEs Just over half (54%) indicated that they did not have a formal marketing plan, and 
only 29% said that they did possess such a plan.  Some ideas to get you started are in this article: 
https://www.linkedin.com/pulse/link-between-marketing-plan-getting-good-leads-chris-
perkins/?trackingId=G6z%2BK0VGH16KzFms8SN%2BOg%3D%3D 
 

Linked In learning 
You could learn something new or do that CPD course that you’ve been promising yourself.  
https://www.linkedin.com/learning/onboarding/start/interests?dest=%2Flearning%2Fme%3Ftrk%3Dnav_
neptune_learning.   
 
Here are a few ideas…… 

• Writing: https://www.linkedin.com/learning/writing-articles-2/how-to-write-an-article 
• Marketing: https://www.linkedin.com/learning/marketing-tools-digital-marketing/discover-the-

top-digital-marketing-tools  
• Portraiture: https://www.linkedin.com/learning/douglas-kirkland-on-photography-natural-light-

portraiture/course-highlights  
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