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Video conferencing, fraud and cybercrime feature as usual in this Thursday Thoughts.  I have 

included a number of items on each and as these thoughts were inspired from larger articles I have 

included links to the source documents.   

 

Human digital tracing has featured in the news a lot this week.  Google and Apple’s are working 

together on contact tracing technology and the ICO have said that they are content that the work is 

aligned with the principles of GDPR.  Two further articles on human digital tracing which provide 

food for thought. 

 

As we have seen the welcome sustained fall in deaths from COVID-19 the government promise to 

outline the steps the UK can take to start the economy next week.  I have shared 5 blogs that I found 

insightful this week which all follow the theme of moving from “protect” into “getting back to the 

new normal” and explore ideas that we could all learn from.  Thanks to Jill Bottomley (HR 

Department), Georgina Kirk (Put Yourself Across) and Alex McCann (Altrincham HQ) for bringing 

these to my attention. 

 

Video conferencing 

Video conference fatigue 
Many of us are using video conferencing services a lot more than we ever thought possible.  This 

week I have seen a number of articles about video conference fatigue and even that some users are 

going back to “normal” phone calls.  Video chat is helping us stay employed and connected. But 

what makes it so tiring?  Could there be a link between the fact that all the elements of our life that 

we used to keep separate (work, friends, family) are actually now happening in the same space?  In 

some cases the same seat!  The article from the BBC explores why some are finding video chats 

exhausting:  https://www.bbc.com/worklife/article/20200421-why-zoom-video-chats-are-so-

exhausting?ocid=ww.social.link.linkedin . 

 

How the video conferencing platforms compare with each other 
If you are using video conferencing services you may want to check out how your platform 

compares with the others from a data security point of view.  I was intrigued that despite the 

negative press “Zoom” rates higher than “WhatsApp”.  You can read the Tech Republic article here:  

https://www.techrepublic.com/article/mozilla-ranks-video-call-apps-by-security-and-privacy-

features/. 

 

Keep your software updated 
If you do nothing else make sure you keep your videoconferencing software updated and let the 

system generate meeting codes and passwords.  If you are not aware Zoom updated its software 

this week when edition 5.0.0 was released 27th April.   

 

Fraud and cyber crime 
 

National phishing reporting line 

If you receive a phishing email you can now report it to report@phishing.gov.uk. 
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Business against scams training tool 

The UK National Trading Standards eCrime Team have launched their “Businesses Against Scams” 

online training tool to protect businesses, employees, and customers from costly scams.  Businesses 

can access their free training package which provides slides, fact sheets, infographics and posters on 

efraud, what to look out for and how to avoid becoming a victim.  The link for this is:  

https://www.friendsagainstscams.org.uk/BAS 

 

COVID-19 related crime 
I covered COVID-19 related crime in the last 2 Thursday Thoughts so I will merely mention that the 

latest Government guidance explains the steps we can take to protect ourselves and our businesses 

against fraud and cybercrime.  You can access it at:  

https://www.gov.uk/government/publications/coronavirus-covid-19-fraud-and-cyber-

crime?utm_source=1758866d-926c-4f04-9b94-

4b21d3ed5e29&utm_medium=email&utm_campaign=govuk-

notifications&utm_content=immediate. 

 

ICO set up a data protection and coronavirus information hub 
In order to help individuals and organisations navigate data protection issues during this 

unpreceded time the ICO has set up a data protection and coronavirus information hub.  You can 

find it here:  https://ico.org.uk/global/data-protection-and-coronavirus-information-

hub/?utm_source=linkedin&utm_medium=information%20commissioner%27s%20office&utm_ter

m=133fc9ea-bb17-4f9e-ac9a-730bda07e137&utm_content=&utm_campaign= . 

 

Phishing emails from shipping carriers 
A new wave of phishing scams exploiting the crisis which use COVID-19 themed emails from 

shipping carriers such as FedEx, UPS, and DHL has begun.  Messages inform users that their package 

is being held due to the Coronavirus lockdown and urges them to click on any attachment or link. 

You can read more here: https://lnkd.in/dKjCHXx. 

 

 

103 Android apps removed from play store 
Google removed 103 apps from Android’s Play Store because they were found to bypass security 

checks, contain adware and descriptions that were deemed to be misleading.  Sadly before they 

were pulled the apps had been installed by 69 million users.  You can read more here:  

https://7news.com.au/technology/google-removes-103-android-apps-from-the-play-store-with-69-

million-installs-c-997272  

 

Nintendo users forced to change passwords  
A security flaw in the Nintendo Network ID login system allowed hackers to gain access to player 

nicknames, dates of birth, countries, and email addresses which may have been used to make 

unauthorized digital purchases at Nintendo's electronic stores.  You can read more here:  

https://www.techrepublic.com/article/how-to-protect-your-nintendo-account-after-the-recent-

data-breach/. 
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The pros and cons of human digital tracing 
Google and Apple contact tracing technology 
The UK ICO has set out their current thinking on Google and Apple’s joint work on contact tracing 

technology.  The commissioner has  decided that this work is aligned with the principles GDPR and 

that each controller designing an app is responsible for ensuring the app is compliant with law.  App 

users will need clarification about who is responsible for data processing.  You can read the full ICO 

opinion here:  https://ico.org.uk/media/about-the-ico/documents/2617653/apple-google-api-

opinion-final-april-2020.pdf?utm_source=twitter&utm_medium=iconews&utm_term=0fe4f331-

c4dc-4970-915f-3f50162080f6&utm_content=&utm_campaign=  

 

Human digital tracing lessons from Germany 
Germany's leading coronavirus expert believes that a resurgence can be contained but human 

contact-tracing will need electronic assistance in the race against time.  What is planned is an 

unprecedented extension of surveillance so oversight is key.  With digital tracing as part of a bigger 

puzzle he says the real question is whether ‘trust’ and ‘being part of a collective effort’ will be 

enough to convince the 60% of the population required for the scheme to work to sign up.   You can 

read more here:  https://www.theguardian.com/world/2020/apr/26/virologist-christian-drosten-

germany-coronavirus-expert-interview 

 

Lessons from Wuhan 
For those wondering what post-lockdown life in Wuhan can teach us the article in Wired makes 

interesting reading.  Its premise being that Life in Wuhan is now governed by the individual’s health 

code status (and fear).  You can read this article here:  https://www.wired.co.uk/article/lockdown-

in-wuhan-coronavirus. 

 

Altrincham Chamber of Commerce Question Time 
The Altrincham Chamber of Commerce hosted it’s second "Question Time" with local MP Sir Graham 

Brady this morning.  In a 75 minute “Zoominar”, Altrincham and Sale business owners were able to 

ask questions on a range of topics.  From local issues such as why the Altrincham Market flower 

seller isn’t permitted to sell flowers but supermarkets can, to the national problem of the impact of 

the furlough regulations on businesses who need to part furlough their staff.   

 

There were points about the testing of key workers (including advice from one panellist on what 

time of day you can get a test booked) and discussion on keeping safe in the community.  These 

questions were followed by representations from the travel industry, building and landscaping 

businesses and the long-term impact of the government support on us all.  The session ended on a 

very upbeat note with details from businesses about how they are moving back into work with many 

starting their own planning rather than waiting for government advice.  It was really uplifting to see 

so many businesses airing their view in a constructive manner and to see the little green shoots 

starting to appear in our community. 
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Blogs of the week 
There have been 5 blogs or articles that really resonated with me this week.  They all illustrate the 

positive mindset of the authors and points us to ways we could approach the “new normal”. 

 

The Psychology Behind Effective Crisis Leadership 
What type of leader we require as we try to extract ourselves and our businesses from this difficult 

time is explored in an article in Harvard Business Review by Gianpiero Petriglieri.  His premise is that 

we don’t necessarily need “visionary” leaders but ones who are capable of “holding” so that we can 

move purposefully.  Holding is a facet of leadership that is less well celebrated but it is no less 

important than vision.  It describes the way a leader contains and interprets what’s happening in 

times of uncertainty; containing can be witnessed in a person’s ability to soothe distress and 

interpret which helps others make sense of a confusing predicament. You can read this article here:  

https://hbr.org/2020/04/the-psychology-behind-effective-crisis-leadership?utm_medium 

 

The need for empathy when communicating commercial decisions 

This week Jill Bottomley from HR Department shared an excellent blog piece by Laserfiche on 

the need to be empathetic.   Empathy is a critical skill that will enable business leaders to 

navigate their business an teams through of the Covid19 crisis and out into the “new normal”. 

Many businesses face tough decisions now and in the future and these will inevitably involve 

employees - affecting their livelihoods & potential job security. You can read the blog here:  

https://www.laserfiche.com/ecmblog/why-empathy-is-the-most-important-business-skill/# 

 

Beyond lockdown 

Jill Bottomley from HR Department wrote a thought-provoking piece on “what’s next for people 

planning in your business?”  While people planning might seem a strange thing to do at the 

moment.  Jill shares her experience that it helps to be one step ahead. You can read her blog here:  

https://www.hrdept.co.uk/trafford-and-warrington/blog/beyond-lockdown-whats-next-for-people-

planning-in-your-business 

 

The relationship between feedback and authenticity  
The relationship between feedback and authenticity and the need to understanding it was the 

subject of an excellent article by Georgina Kirk from Put Yourself Across  in “ivity” this week.  

Georgina starts from the premise that we are all essentially good and how we receive feedback is a 

barometer of how authentic we are. The more authentic we are, the more we benefit from 

constructive feedback and the more we improve.  You can read the article here: 

https://www.ivity.org/post/feedback-and-authenticity 

 

9 New Things I’ve Done During Lockdown  
I found Alex McCann’s Blog 9 New Things I’ve Done During Lockdown (and what they’ve taught me 

about life and business) an interesting read.  Alex is generously sharing his journey through lock 

down and discusses many aspects of what many out us are finding out about ourselves and our 

surroundings.   What is clear for Alex is that without the “normal” distractions of work, social life 

and hobbies he really has a need for some form of routine.  He also posts some intriguing pictures of 

“river beaches” in the local area which I plan to visit (when he lets us know where they are).  You 

can read his blog  https://altrinchamhq.co.uk/9-new-things-ive-done-during-lockdown-and-what-

theyve-taught-me-about-life-and-

business/?fbclid=IwAR0sLemAjvjLf7aKb04zJ03qUYs2di1BID9TN93XTFA9bIS0aOgCFkkQGt0  
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